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Abstract 

The aim of this article is to identify the financial determinants of cyberattacks on banks, 

using a global sample of 319 publicly disclosed cyberattacks that occurred in 53 countries 

between 2014 and 2024. Drawing on data on bank-level financial ratios, we find that the 

size of a bank (its total assets and deposit base), as well as its total capital ratio, are 

positively associated with the likelihood of experiencing a cyberattack. Doubling the 

bank’s assets raises the probability of a cyberattack by approx. 3.8 pp. The results are 

robust across various model specifications, estimation methods and samples. 

Nevertheless, in the US, smaller, less resilient, and less efficient banks are more likely to 

experience observed cyber incidents. Overall, the findings have actionable policy 

implications for both banks and prudential supervisors. 
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1. Introduction 

The visible increase in recent decades in the frequency of cyberattacks on banks, their complexity and 

the magnitude of losses is the result of several factors [1], including accelerating digital transformation 

of banking operations (incl. cloud computing, third-party services), the surge of the Internet of Things, 

remote work, as well as cyber warfare and the rise of AI-driven systems, all of which contribute to 

greater importance of cyber security for banks. Numerous industry reports (e.g. by F5 Labs, NTT and 

ENISA) regularly indicate that the financial services sector and banks are among the prime targets of 

cyberattacks and highly exposed to cyber risks. Additionally, [2] noted that nearly one-fifth of all cyber 

incidents affect firms from the financial sector, with banks accounting for around half of these incidents. 

[3] notes that for EU banks the share of operational risk capital requirements (which includes cyber risk) 

in total capital requirements has been gradually growing over the years, currently amounting to circa 

13% (as of June 2025), with operational risk capital requirements constituting the second most important 

component of banks’ risk-weighted assets, following credit risk. In the banking union, the number of 

cyberattacks and reported significant cyber incidents increased considerably in recent years, with 

ransomware attacks on service providers soaring and DDoS attacks remaining the most prevalent type 

of incident reported by banks in the banking union [4], all of which gives justification of cyber risk in 

banks as a worthy area of scientific study. 

The rapidly growing importance of cyber risk in banks is in stark contrast to the underdevelopment of 

studies on this topic. Cyber risk is emerging as one of the most critical risks in modern banking [5, 6], 

although it differs from “traditional” economic banking risks (e.g., like credit risk). Its sources, 

transmission mechanism and consequences are far from identified and thoroughly researched. 

Furthermore, the sources of data on cyberattacks are rarely publicly available, and usually fragmented, 

unstructured and often not updated, posing a challenge for empirical assessment of this phenomenon 

[7]. With this paper we wish to contribute to partially filling this gap by advancing the work on the first 

phase in the NIST framework (“Identify”) in the context of banks. 

The literature on cyberattacks in financial institutions is relatively nascent but began to rapidly grow in 

recent years. A literature review by [8] revealed that a cybersecurity landscape in the financial sector 

that is both dynamic and complex, therefore resilient defense in financial institutions hinges on a blend 

of cutting-edge technical measures, strong cultural underpinnings, and well-orchestrated incident 

response protocols. A similar review by [9] identified the main types of attack vectors, vulnerabilities 

they exploit, and potential countermeasures banks should undertake.  

The main aim of the paper is therefore to identify the financial determinants of cyberattacks on banks, 

as observed in publicly disclosed data, by empirically exploring which aspects of bank’s financial 

standing are linked to a higher likelihood of experiencing such events. We ask the question why are 

hackers more likely to attack some banks than others? We investigate the issue on a wider cross-country 

sample of 281 banks, subject to 319 publicly disclosed cyberattacks worldwide in 53 countries in the 

years 2014 to 2024. To estimate the likelihood of cyberattacks on banks, we apply a nonlinear panel 

framework using the Conditional Mixed Process (CMP) estimator [10], which accommodates both 

binary dependent variables and endogeneity among regressors. This approach enables the simultaneous 

estimation of a system of equations, where key financial variables—such as profitability, liquidity and 

bank size—are treated as potentially endogenous and instrumented via their own lags. 

To address data limitations, we adopt two complementary empirical approaches. The first relies on 

within-bank variation over time among banks that experienced at least one cyberattack, allowing us to 

examine when cyberattacks occur within already targeted institutions. The second approach uses a 

broader cross-sectional dataset including banks without recorded cyberattacks, capturing differences 
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across institutions while acknowledging that the absence of disclosed events does not necessarily imply 

the absence of actual cyberattacks. 

We extend this literature in several dimensions, for example, by considering a larger set of banks, and 

by examining the role of a potentially wider set of bank-level characteristics in explaining the likelihood 

of occurrence of cyberattacks. Most studies to date only focus on the determinants of cyberattacks on 

corporations (see e.g. [11]), while it is important to also study this issue on a sample of banks. Since 

banks are institutions of public trust, playing a key role in the economy and exhibiting high 

interconnectedness, the consequences of a successful cyberattack would be significantly more severe 

and widespread than in the case of a typical corporation. This study thus focuses on cyberattacks on 

commercial banks - such approach compliments recent studies exploring importance of cyberattacks on 

insurance [12, 13] and central banks [14], all of which are distinctly different financial institutions from 

commercial banks. 

We differ from the limited existing research on determinants of cyberattacks on banks (see [15] and [2]) 

by using a global (not just US) sample, exploring the issue depending on the country of bank’s operation 

and hacker type, and using alternative measures of bank’s profitability, resilience, and liquidity. Such 

approach makes our results more robust and - to our knowledge - has not yet been applied in the 

literature. This contrasts with other studies, treating cyberattacks as “0-1” variables, i.e., without 

distinguishing among different features of attacks or subsamples. Further, we adopt an alternative 

approach to [16], who measured disclosure intensity of cyber risk in banks using a text-mining method 

(of banks' annual 10-K filings), as we use the data on materialized, publicly disclosed cyberattacks. 

Moreover, most studies focus only on the US sample - [8] identified that in similar studies on cyber risk 

in financial institutions, geographic focus was indeed still skewed towards developed markets, leaving 

questions about the transferability of these findings to emerging economies. Our sample remedies this 

by including cyberattacks from banks in emerging countries as well. 

Our approach is closest to [17] who on the sample of US banks explored the predictive power of bank 

characteristics and cybersecurity ratings for signaling realized cyber incidents. Yet we apply different 

econometric framework, analyze cyberattacks not cyber incidents (thus excluding internal IT failures 

without malicious human intent), and investigate the predictive power of twice as many micro- and 

macro variables than [17], and use a global sample. We also follow the approach of [18] who attempted 

to better understand what factors drive the differences in the extent to which banks were targeted by 

cyberattackers using financial malware (Zeus). We join their pursuit to enrich the hitherto little empirical 

work done into the underlying reasons why certain targets are selected more often than others.  

Having found the significant importance of larger bank size (measured using total assets and the deposit 

base) in increasing the likelihood of cyberattacks, we thus contribute to the debate on potential drivers 

of cyberattacks from the perspective of hackers (see [6]). However, the results point to important 

heterogeneities when assessing predictive strength bank variables when controlling for particular 

features of attacks. Consequently, our results are relevant for policymakers, supervisors and bank 

managers when managing cyber risk and increasing the cyber resilience of the banking sector. 

This paper is structured as follows. First, we review the literature on cyber risk in banks to identify the 

research gap and propose a research hypothesis. Next, the paper explains the structure of data on 

cyberattacks and how we linked it with financial data. We also clarify the adopted methodology. Then, 

we elaborate and discuss the results, including robustness checks. The concluding section summarizes 

the findings and outlines policy implications. 

2. Literature review 

The paper attempts to contribute to the literature on the importance of cyber risk in finance, specifically 

focusing on determinants of cyberattacks. While there is already a growing amount of literature 
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exploring the cyberattacks on corporations, much less attention is paid to studies on cyberattacks on 

commercial banks. 

We begin by clarifying the cyber terminology used. According to NIST, a cybersecurity event is a 

cybersecurity change that may have an impact on organizational operations (including mission, 

capabilities, or reputation). A narrower category is a cyber incident defined as an occurrence that results 

in actual or potential jeopardy to the confidentiality, integrity, or availability of an information system 

or the information the system processes, stores, or transmits or that constitutes a violation or imminent 

threat of violation of security policies, security procedures, or acceptable use policies. Cyber incidents 

are a result of two types of triggers – an unintentional malfunction of the IT infrastructure or a malicious 

act of a determined actor – and in this paper we focus on the latter, i.e., cyberattacks. For the purpose of 

this study, we adopt the definition of cyberattack as a deliberate, hostile action by a threat actor intended 

to compromise systems, data, or IT services. Such attacks can result in significant damage to both 

physical and intangible assets, disrupt business operations, or harm an organization's reputation. 

Therefore, ex definitione a cyberattack initially impairs three elements in banks: it compromises data 

integrity, makes data and IT systems unavailable, and breaches data confidentiality. To sum up, as a rule 

of thumb, classification of those terms can follow the following sequence: 1) is the occurrence 

observable? – a cyber event; 2) does it jeopardize CIA triad or violate policy? – a cyber incident; 3) is 

there evidence of external actor with deliberate malicious intent – a cyberattack. 

At the same time, cyber risk can be defined as a combination of the probability of cyber incidents and 

their potential impact on the condition of a banking, which can occur via financial losses, operational 

outages, or the contagion of risk to other sectors [19]. In line with high-level causal model of cyber risk 

by [20], the threat exploits existing exposure to perform harm, the degree of which is mitigated by 

security measures. In the context of this model, given the data constraints, we attempt to identify which 

features of the bank cause the threat (cyberattacker) to enact harm. Yet, measuring these abstract 

variables is challenging in practice, as e.g. no single indicator captures the sum of preventive and reactive 

measures across an organization’s technology, processes and people.  

As previously mentioned, cyberattacks are becoming more frequent, more cost-effective to execute 

(partly due to advances in AI), and increasingly sophisticated and targeted, making them difficult to 

detect and assess [21, 22]. Hacker attacks can be targeted at banks themselves, but also at the third-party 

providers of services used by banks (such as cloud services), creating potential vulnerabilities. 

Cyberattacks differ from traditional risks (e.g., credit, liquidity risks) in the banking sector, as they 

propagate faster and their determinants are bound by economic, technical and social aspects. 

Furthermore, the resilience to cyber risk is not measured in terms of stock of capital or liquid assets but 

rather is a derivative of the quality of IT infrastructure and the qualifications of IT staff.  

The limited research on cyber risk in banks focuses almost exclusively on the potential consequences of 

cyber incidents, incl. cyberattacks. Most cyber risk losses are small, although some have a low frequency 

and a high impact, i.e., fat-tailed distribution [5, 23], accounting for up to a third of total operational 

VaR in commercial banks [24]. Consequences of a cyber incident often include (although hard to 

estimate precisely) reputational damage, legal costs, fall in customer trust, reduced profits, and 

heightened liquidity risks [16, 25, 26, 27], leading to negative stock market reactions [28, 29, 30]. [31] 

estimated that the average cost of cyber incidents for banks and insurers would be the equivalent of 2-

3% of their annual profits, with a 5% VaR possibility that such costs would exceed 25-34% thereof. 

Unfortunately, most costs (esp. indirect ones) are difficult to quantify, and therefore likely to be 

underestimated due to the unavailability of comprehensive and robust data. Losses from a cyberattack 

might even impact loan loss provisions and ultimately also NPLs [15, 32]. [33], [34] and [35] provide 

empirical evidence that banks experience a significant decline in deposits following a successful 

cyberattack (a phenomenon often referred to as a “cyber run”). [32] additionally shows that in response 

to cyberattacks banks collect fewer deposits, are less profitable, and lend less, but [35] show that they 

can also lend more to compensate for the losses after data breaches. This is in line with a simulation by 
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[36], arguing that a prolonged cyber incident in banks leads to confidence shock and triggers stressed 

liquidity outflows. Cyber threats also raise the likelihood of bank defaults, especially among banks 

facing deposit outflows, although those with ample liquidity buffers are less affected [37]. According to 

[38], cyber risk loss rates have a U-shaped relationship with bank size in the US, i.e. are higher for both 

smaller and bigger banks. Moreover, they evidence that more profitable and efficient US banks have 

lower cyber loss rates. The indicated studies thus provide clear evidence of the severe negative financial 

consequences of a successful cyberattack on banks, with potentially systemic consequences. 

The ECB defines cyber resilience as the ability to protect electronic data and systems from cyberattacks, 

and to resume business operations quickly in the event of a successful cyberattack. Banks that invest 

more in IT, are bigger and hold large reserves of high-quality liquid assets tend to exhibit stronger cyber 

resilience, and can endure, recover from, and adapt to cyber-induced shocks [6, 34, 39]. [40] indicate 

that implementing cybersecurity policies (to increase cyber resilience) in banks leads not only to 

improved financial resilience but also has a statistically significant positive effect on profitability 

measures.  

The impact of a cyberattack is often not limited to the victimized bank but can propagate on a systemic 

scale when the initial shock is amplified [41], causing cascading cyber failures [42]. The impact thereof 

on financial stability is monitored via three contagion channels [43, 44]: (i) the operational working of 

key economic functions and the transmission of any outage to other banks, (ii) the size of financial losses 

(in connection with the duration of any long-term outage of key economic functions), and (iii) the loss 

of confidence in the banking system. [45] integrate cybersecurity risk into the theoretical model of bank 

runs (e.g., [46]) and show that cyberattacks on the five most active US banks can generate significant 

spillovers to other banks. In this context, [47] found that the systemic consequences of a successful 

cyberattack via payment system channel are higher when markets are more volatile and when financial 

intermediaries’ balance sheets are strained. Still, what is missing in the literature is a holistic assessment 

of cyber vulnerabilities across different types of financial institutions, allowing for identification of 

systemic vulnerabilities. First attempts in this regard include study by [48], identifying market sentiment, 

particularly fear triggered by cyber incidents, as a key channel amplifying the contagion of cyber risk 

across financial sectors. Also [49] propose to use of a Leontief "input-output" table to calculate the 

multiplier effect of losses from cyberattacks, considering not only direct losses but also secondary effects 

that can affect the entire economic chain from production to consumption. 

The studies on cyberattack consequences provide the backbone for the construction of nascent systems 

to monitor and measure cyber risk exposure in banks and banking systems [50]. [51] propose a cyber 

stress testing methodology and simulate that the end-of-day bank liquidity risk is most severe when a 

cyberattack hits a major bank or several banks simultaneously through dependence on a common critical 

service provider. In this framework, it is assumed that the cyberattack on a bank causes a temporary 

unavailability of processing the payment transaction system, leading to liquidity pressure not only in a 

victimized bank, but also leading to systemic consequences. A similar exercise was conducted by [36], 

who assessed the liquidity position of the banks that do not receive payments and are put under severe 

stress because of a cyberattack on one of the interconnected banks, necessitating ample provision of 

liquidity into the payment system. The payment system interlinkages, augmented with financial data 

from banking reporting systems, can also feed into a cyber map - a quantitative tool covering the key 

technologies, services and external service providers, and their connections with financial sector 

institutions, allowing for identification of critical nodes/services in the system [43, 52]. Nevertheless, 

an IMF survey shows that the development of cyber maps among supervisors is still in its infancy [53]. 

The reviewed studies and cyber stress test methodologies thus imply that the consequences of a 

cyberattack, at least in the short term, might be akin to an acute liquidity shock, resulting from temporary 

unavailability of bank (payment) services. 

Unfortunately, while studies exploring the consequences of cyberattacks on banks are emerging, very 

few focus on their determinants. Cyberattacks in the financial sector are inevitable, yet the perceived 
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irregularity of their timing and attack vectors makes them difficult to anticipate or explain holistically. 

The propensity of an attack is likely driven not only by micro-level characteristics, but also by country-

level features such as increasing geopolitical tension, higher digitalization, higher banking market 

concentration, and lesser quality of cyber regulations and IT infrastructure [2]. In contrast to the studies 

analyzed above, we assess the potential drivers of cyberattacks on banks to contribute to filling this gap. 

Based on a US corporate sample, [54] found that a positive tone of annual reports (10-K filings) has a 

significant and positive association with the odds of a data breach, which is linked to strong financial 

performance and promising prospects. Also, [55] explored this issue using a text-based measure of 

exposure to cybersecurity risk on the basis of corporate 10-K reports, indicating that firms are more 

likely to experience a future cyberattack if they have higher cybersecurity risk scores, and are of a larger 

size and younger age. In a similar vein, [56] used text-mining on quarterly earnings calls, finding that 
cyber-exposed corporations are likely to be large and with a high share of intangible assets, high liquidity 

and cash flow ratios, and growth opportunities. Moreover, [29], also on a corporate sample, discovered 

that larger, more profitable and older firms, with better visibility are more likely to experience a 

cyberattack. Moreover, the findings of [11] show that adoption of digital technologies, in particular 

cloud computing and ecommerce platforms due to their payment functionality, is a crucial channel that 

expands the attack surfaces of corporates in Italy, thereby elevating their vulnerability to cyberattacks. 

Similarly, [6] show that the cost of a cyberattack is positively correlated with corporate firm size, while 

[15] found that US bank data breaches are determined, among others, by asset quality, profitability and 

resilience measures, as well as the bank’s size. 

We test the validity of some of these conclusions on a global banking sample and study the role of 

financial determinants of cyberattacks. Based on the literature review, we therefore propose the 

following hypothesis: 

H1: An increase in bank size is associated with a higher likelihood of observed cyberattacks. 

With H1, we aim to explore both the existence of statistical significance, as well as the sign of the 

coefficient. 

3. Data and methodology 

We constructed two databases (A and B), each used for different types of modeling but consisting of 

data on i) characteristics of cyberattacks on banks, ii) their financial condition, and iii) the 

macroeconomic variables. The following section explains how data was carefully procured and curated. 

3.1. Data on cyberattacks 

We attempted to find as many publicly reported cyberattacks on banks as possible. There is lack of a 

precise definition or taxonomy of cyberattacks, and the few available open-source databases on 

cyberattacks are rarely updated and often limited in scope [57]. Various niche repositories, news sites, 

and blogs catalog cyberattacks, particularly those involving banks, but the data is often poorly 

structured, inconsistently coded, and not updated. Unfortunately, these databases often lack information 

on the severity of the attack or estimates of cyber losses resulting from the cyberattack, which is why 

we could not include these aspects in our analysis. Given the unique nature of each cyberattack, caution 

is advised in comparative analyses thereof. The prime reasons for the limited data availability on 

cyberattacks include banks’ unwillingness to disclose cyberattacks and the fragmented disclosure 

frameworks. Ultimately, we constructed our sample by merging input from two open source cyberattack 

databases with comparable structures. 
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To create database A, we first used the “CISSM Cyber Events Database”3 as created by the Center for 

International and Security Studies at Maryland and GoTech [58, 59]. This dataset contains structured 

information on cyberattacks along with their different features. We extracted the cyberattacks on 

commercial banks from the section “industry: code 52” labeled „Finance and Insurance” after curation 

of data. The CISSM covers attacks from 01.01.2014 to 15.10.2024. Next, we utilized the European 

Repository of Cyber Incidents (EuRepoC) database4, an independent research consortium dedicated to 

providing evidence-based scientific analysis of cyber incidents. From this database we filtered out data 

only on cyberattacks on commercial banks from the section "Critical infrastructure: Finance" under 

"Receiver subcategory". The EuRepoC sample includes attacks from 01.01.2005 to 31.03.2025. 

Similarly to [14, 60], we extracted the following characteristics of cyberattacks from both databases: 

• Date – year of attack 

• Location – country in which the bank-victim operates 

• Victim – a bank targeted in the cyberattack 

• Actor Location – (suspected) country of the hackers 

• Actor – name of the hacker group responsible for the attack 

• Actor type – variable indicating the nature of the actor responsible for the cyberattack: 

o Criminal – an organization that illicitly accesses networks for financial gain 

o Hacktivist – an individual or group acting due to social or political motives 

• Motive - the intended results sought by the actor committing the cyberattack 

o Protest – the disruption of services to send a political or social message to the target 

organization, or to a government or population indirectly. 

o Sabotage – the intentional, irreparable destruction of information, networks, or devices 

o Financial – exfiltrating sensitive data for direct or indirect financial gain. 

• Attack type – variable indicating whether the primary result of the cyberattack was disruptive, 

exploitative, or a mixture of the two. 

o Disruptive – impedes the target organization’s normal operations 

o Exploitive – illicitly accesses or exfiltrates sensitive information such as personal 

identifiable information, classified information, or financial data. 

o Mixed – incorporates both disruptive and exploitative elements, such as a ransomware 

attack. 

We then curated the data from those two databases by excluding records of cyberattacks where the name 

of the targeted bank was not disclosed. We also merged the classifications of cyberattack type and motive 

in these two databases to ensure comparability, before eliminating any duplicate entries found. 

Moreover, the number of attacks by actor type “Nation-State” on commercial banks (when the name of 

the victim was disclosed) was very miniscule in both databases, which unfortunately prevented us from 

including this actor type in the models. Furthermore, if a single bank was attacked more than once in 

the same year – it was counted as one case, but attacks on the same bank in different years were counted 

as separate cases. In most cases, a bank was targeted only once, which aligns with the distribution of the 

number of cyberattacks per company in all economic sectors [23]. However, we acknowledge the 

imperfections of the data sources used, as cyber databases significantly underreport the number of 

cyberattacks, including only those acts that were successful and publicly disclosed, disregarding also 

the majority of unsuccessful, often unreported attempts – [1] estimates that over 40 percent of cyber 

incidents may remain undisclosed. Consequently, we were able to gather data only on disclosed 

cyberattacks, as only bank supervisors have access to confidential data on all cyber incidents in banks. 

Unfortunately, we were unable to obtain them. However, this issue is encountered in any external 

 
3 The database is available at: https://cissm.umd.edu/research-impact/publications/cyber-events-database-home 
4 The database is available at: https://eurepoc.eu/dashboard 

https://cissm.umd.edu/research-impact/publications/cyber-events-database-home
https://eurepoc.eu/dashboard
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database with data on cyberattacks, constructed on the basis of public information. Therefore, such 

limitations warrant careful interpretation of results. 

Following these adjustments, we obtained a sample of 281 commercial banks, subject to 319 

cyberattacks worldwide in 53 countries, which occurred in the years 2014 to 2024 in database A. 

Database B is a derivative of database A, covering only banks with cyberattacks that occurred in 2023, 

which is the most “numerous” year, covering around one third (112 out of 319) attacks in the full sample. 

Next, we added 2021-2023 financial data for all banks operating in a country with at least a single bank 

attacked in 2023. After that, to avoid endogeneity issues, we removed from the list banks that 

experienced attacks in 2021 or 2022, an approach that is akin to [29], who also classified firms in the 

sample into targets and nontargets. Ultimately, we constructed database B covering 18 countries with 12 

824 banks, 108 of which experienced a reported cyberattack in 2023, with corresponding micro- and 

macro-level data. 

While the use of two datasets allows us to tackle the research problem from different perspectives, each 

approach is nevertheless subject to limitations, warranting careful interpretation of results. In particular, 

Database A is restricted to banks that have experienced at least one cyber incident and therefore does 

not include institutions that were never attacked during the sample period. Therefore, this design does 

not allow us to identify what distinguishes attacked from non-attacked banks but rather focuses on the 

timing of incidents within already targeted institutions. Conversely, Database B includes banks which 

have not experienced a cyberattack and enables cross-sectional comparisons. However, it relies on 

publicly disclosed incidents, which introduces potential reporting and disclosure biases, as the absence 

of disclosed attacks does not necessarily imply their absence altogether. In sum, these limitations imply 

that our results should be interpreted as identifying the determinants of observed cyber incidents under 

different empirical perspectives, rather than the underlying probability of being targeted per se.  

3.2. Bank-level and macroeconomic data 

Commercial banks play a central role in the economy, by financing economic growth through the 

provision of credit. Their financial intermediary role is possible, as banks channel funds gathered from 

savers to borrowers - banks mainly fund credits from deposits collected from households and 

corporations. Therefore, it is essential that cyberattacks do not undermine banks’ financial condition and 

disrupt the provision of banking services. In banking practice, a well-established set of financial 

indicators is used to evaluate the soundness of such financial institutions, which motivates our selection 

of variables. The selection of bank-level indicators reflects standard approaches used by regulators, 

central banks and financial institutions to assess commercial banks’ standing and risk profile. In 

particular, bank size captures the scale of bank operations and its systemic importance – bigger banks 

attract more attention, potentially also from hackers. Profitability measures reflect financial performance 

and efficiency, as more profitable banks might entice more cyberattacks. Capital and leverage ratios are 

commonly used to assess bank’s resilience to shocks and size of capital buffers – more stable banks 

might be viewed as more prominent targets by hackers. At the same time liquidity indicators capture 

bank’s ability to withstand short-term funding stress – disclosure of a cyberattack might results in a 

cyber run on bank’s deposits. In the context of cyber risk, shocks to such measures of bank’s condition 

may arise from operational disruptions, financial losses or reputational damage following a cyberattack. 

Both databases A and B include annual bank-level data collected from the renowned Orbis database 

provided by Moody’s Analytics, which offers reliable and comparable data from financial statements 

submitted by banks. For banks that were subject to a cyberattack, we matched the data on the 

characteristics of the attack with the bank’s financial condition ratios. The extracted categories included 

data from the balance sheet (in thousands of USD), and financial ratios (as percentages). The selection 

of extracted categories was based on typical values and ratios used in bank financial condition 

assessments by researchers, central banks, and international financial institutions. The selection of bank-
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level indicators was also limited by their availability in the Orbis database. A broader range of ratios 

was extracted to identify commonalities in banks' conditions that cyber perpetrators could use as a guide 

when selecting their targets (see Table 1). The collected measures include those assessing the size of the 

bank, its deposit base, resilience to shocks, profitability, leverage, efficiency, business model, and 

liquidity risk. We additionally included the country where the bank mainly (or its headquarters) operated, 

as well as its specialization, i.e., the business model – a commercial or cooperative (incl. savings) bank. 

Unfortunately, prevalent data gaps in the Orbis database made it impossible to include credit risk metrics, 

e.g., the NPL ratio in modeling (see [15]). In Table 1, we additionally indicate the expected sign of the 

given financial ratio and link the reasons behind its inclusion to the results of the literature review 

(including studies on corporate samples), where available. Ultimately, we follow the structure of ratios 

like the ones used to study cyber risk in banks by [37], [40], and [16]. A similar, although more limited, 

selection of ratios was used by [61] to evaluate the impact of digitalization on a bank’s operational and 

cyber risk, and by [62] to proxy the stability-enhancing effect of cyber expenditure in banks. 
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Table 1. Bank-level and macroeconomic data 

Group 
Data 

category 
Abbreviation Description 

Expected 

impact on 

the 

probability 

of a 

cyberattack 

Related literature 

 

Nominal positions 

Size 

Total assets ln_TA 

Measure of bank’s size 

and its importance in 

the economy 
Increase 

[2, 29, 33, 55, 56] 

Total 

customer 

deposits 

ln_DEP 
Measure of bank’s 

deposit base 
[2, 33, 34, 36, 37] 

Financial condition ratios 

Profitability 

Return on 

average 

equity 

(ROAE) (%) 

ROE 

Measure of bank’s 

profitability 

Increase 

[29, 33, 40, 54] Net interest 

margin 

(average total 

earning 

assets) (%) 

NIM 

Cost-to-

income 

(Efficiency) 

ratio (%) 

C_I 
Measure of bank’s 

efficiency 
 

Resilience 

Total capital 

adequacy 

ratio (%) 

TCR 
Measure of bank’s 

resilience to shocks 

Decrease [37, 40] 
Total equity / 

Total assets 

(%) 

LEV 
Measure of bank’s 

leverage and resilience 

Liquidity 

Loans & 

advances to 

customers / 

Total assets 

(%) 

L_TA 

Measure of bank’s 

liquidity and business 

model 

Increase 

[37] 

Liquid assets 

/ Deposits & 

short-term 

funding (%) 

LIQ 
Measure of bank’s 

liquidity risk 
 

Macroeconomic control variables 

Macro 

Inflation CPI 
Measure of price 

dynamics 

Increase 

 

GDP per 

capita 
GDPpc 

Measure of economic 

growth and country 

level of development 

[1] 

Source: own work 
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We also use macroeconomic control variables. Sources of macroeconomic annual data for countries with 

a victimized bank include the World Bank (World Development Indicators) and the IMF (World 

Economic Outlook database) for GDP per capita as well as inflation (consumer prices). Any missing 

data points were supplemented by data available from national central banks and national statistical 

offices. We additionally attributed the countries in the sample to either advanced economies or emerging 

and developing economies, in line with the country classification used by the IMF in the World 

Economic Outlook Database (as of April 2023). This is inspired by the results of [1], who conducted an 

in depth assessment of the trends of cyber incidents between countries at different stages of 

development, having found that developing countries account for approximately 30 percent of the 

world’s publicly disclosed cyber incidents, and that a developing country that reduces its number of 

major disclosed cyber incidents from the top to the bottom quartile of the distribution could boost its 

GDP per capita. 

Given the international scope of our dataset — which includes banks operating in diverse regulatory 

environments, economic conditions, and financial systems — we expect substantial heterogeneity in 

bank characteristics. Such heterogeneity naturally leads to the presence of extreme values in key 

financial indicators, which may reflect structural differences rather than noise or error. 

To reduce the undue influence of such extreme observations and ensure that our regression results are 

not driven by a handful of outliers, we apply winsorization of bank-level variables at the 1st and 99th 

percentile levels, allowing us to retain the full sample while mitigating the distorting effects of outliers, 

resulting in more robust and generalizable estimates. Importantly, this transformation preserves the 

underlying variation in bank financial profiles, which is essential for identifying meaningful patterns in 

cyberattack determinants. The descriptive statistics for database A are in Table 2, and for database B in 

the Annex. 
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Table 2. Descriptive statistics (database A)  

Variable Obs. Mean Std. Dev. 

ln_TA  3,802 15.988 2.631 

ln_DEP  3,779 15.530 2.645 

ROE  3,774 8.751 11.837 

NIM  3,760 3.414 2.215 

C_I 3,751 64.548 21.525 

TCR  2,862 17.661 9.399 

LEV  3,762 10.349 5.402 

L_TA  3,754 58.636 17.020 

LIQ  3,756 35.584 23.011 

ln_GDPpc  3,938 10.018 1.259 

CPI  3,974 4.408 6.438 

Source: own work 
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3.3 Methodology 

In empirical research, causal relationships between economic variables are typically analyzed using 

econometric models, which allow researchers to identify and quantify statistical dependencies in the 

data. However, the choice of an appropriate model to be used must first and foremost reflect the specific 

characteristics of the data and the underlying economic relationships. For example, some variables may 

influence each other simultaneously, making it difficult to disentangle causes from effects. For example, 

while financial characteristics of a bank may affect the likelihood of a cyberattack, cyberattacks may at 

the same time also impact a bank’s financial performance. In addition, the nature of the data (e.g., 

whether the dependent variable is binary or continuous) further determines the selection of appropriate 

modeling approach. Moreover, the panel structure of the data (i.e., repeated observations for the same 

banks over time) requires methods that account for differences across institutions. Data limitations are 

also an important consideration—for instance, further disaggregation of cyberattacks by specific actor 

types (e.g., state-sponsored actors or hobbyists) would result in very small subsamples, reducing 

statistical power and leading to unreliable estimates. Therefore, selecting an econometric framework 

that accounts for these features is essential for obtaining reliable and meaningful results.  

To investigate the determinants of cyberattacks on banks in publicly disclosed data, we estimate a series 

of nonlinear panel models using the Conditional Mixed Process (CMP) estimator developed by [10]. 

The CMP framework is particularly well suited for our context, where the dependent variable is binary 

(indicating the occurrence of a cyberattack in a given year) and several of the explanatory variables - 

including profitability measures (ROE, NIM and C_I), liquidity (LIQ), and the level of deposits 

(ln_DEP) - are likely to be endogenous. 

Given the significant risk of reverse causality in this context — for instance, not only might bank’s 

profitability or liquidity affect its likelihood of experiencing a disclosed cyberattack but cyberattacks 

themselves also impact a bank’s financial performance and its liquidity — it is essential to explicitly 

account for endogeneity in the estimation strategy. We also treat the volume of deposits as an 

endogenous variable, following the approach of [63], who highlight that cyberattacks may trigger 

deposit withdrawals, particularly in smaller or more vulnerable banks. The CMP estimator allows for 

simultaneous estimation of multiple equations while accounting for potential correlation of unobserved 

error terms across equations, thus providing consistent parameter estimates in the presence of 

endogeneity. 

Specifically, we estimate a recursive system in which the primary equation models the probability of a 

cyberattack as a function of a set of bank-level and macroeconomic covariates, simultaneously modeling 

the potentially endogenous regressors - ROE, NIM, C/I, LIQ, ln_DEP - in auxiliary equations, each 

modeled as a function of their own first and second lags. These lagged terms act as internal instruments, 

a widely accepted and standard approach in dynamic panel models to mitigate endogeneity [64, 65]. 

The multiequation CMP model used in the analysis assumes that the dependent latent variable 

 𝑦𝑖𝑡
∗  (e.g., the probability of a cyberattack) is a function of a vector of financial variables 𝐹𝑖𝑡 and 

macroeconomic variables 𝑀𝑡𝑐, along with fixed effects 𝛼𝑖. Since some financial variables 𝑍𝑖𝑡 ⊂ 𝐹𝑖𝑡 are 

endogenous, the model includes their corresponding instrumental equations with instruments 𝑊𝑖𝑡 , which 

consist of lagged values of these variables. The entire system is estimated simultaneously, allowing for 

a correlation between error terms and proper identification of parameters. 

Formally, the model can be expressed as: 

{
𝑦𝑖𝑡

∗ = 𝐹𝑖𝑡𝛽𝐹 + 𝑀𝑡𝑐𝛽𝑀 + 𝛼𝑖 + 𝜀𝑖𝑡

𝑍𝑖𝑡 = 𝑊𝑖𝑡𝛾 + 𝑢𝑖𝑡
   (1) 
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where: 

𝑦𝑖𝑡
∗  is the latent dependent variable (probability of a cyberattack) for bank i at time t, 

𝐹𝑖𝑡  is a vector of financial variables for bank i at time t, 

𝑀𝑡𝑐 is a vector of macroeconomic variables at time t and country c 

𝑍𝑖𝑡 ⊂ 𝐹𝑖𝑡 denotes the subset of endogenous financial variables, 

𝑊𝑖𝑡 are instruments (lagged values of 𝑍𝑖𝑡), 

𝛼𝑖  are bank fixed effects, 

𝜀𝑖𝑡  and 𝑢𝑖𝑡 are error terms that may be correlated. 

 

All models control for bank-specific unobserved heterogeneity using fixed effects and include key bank 

financial variables and macroeconomic conditions (GDP per capita and inflation). Estimations are 

conducted using robust standard errors clustered at the bank level. The use of CMP is especially 

advantageous given the nonlinear and recursive nature of the data-generating process, as well as the 

combination of binary and continuous variables within the model system. 

Each estimated equation (denoted as Eq) incorporates a distinct combination of the bank’s financial 

variables (see Table 3). This approach avoids including highly correlated financial measures that capture 

similar aspects of the bank’s financial condition within the same model (the correlation matrix is 

presented in Figure 1), which helps to mitigate multicollinearity and ensure more reliable parameter 

estimates. 
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Table 3. Combination of bank’s financial variables in each estimated equation 

  
Bank size Profitability Resilience Liquidity Macro-control 

 
ln_TA ln_DEP ROE NIM C/I TCR LEV L_TA LIQ CPI ln_GDPpc  

Eq1 x   x     x   x   x x  

Eq2 x   x       x x   x x  

Eq3   x x     x   x   x x  

Eq4   x x       x   x x x  

Eq5 x     x   x     x x x  

Eq6 x     x     x   x x x  

Eq7   x   x   x   x   x x  

Eq8   x   x     x x   x x  

Eq9 x       x x   x   x x  

Eq10 x       x   x   x x x  

Eq11   x     x x     x x x  

Eq12   x     x   x   x x x  

Source: own work. 
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Figure 1 Correlation of the independent variables used in the model 

Source: own work. 

Alt text: A chart showing how strongly the variables are related to each other – darker colors indicate 

stronger relationships 

As a robustness check, we complement our panel data models with a cross-sectional analysis focused 

exclusively on the year 2023 using database B. In this setup, we construct a dataset comprising two 

groups of banks: (i) banks that experienced a cyberattack in 2023, and (ii) a matched group of banks 

that did not report any cyberattack, which enables the assessment of whether the core relationships 

identified in the panel regressions using database A also hold in a single-year setting that includes a 

counterfactual group. 

To model the probability of a cyberattack occurrence, we estimate a series of logistic regressions where 

the dependent variable is a binary indicator equal to 1 in the case of a bank attacked in 2023, and 0 

otherwise. The explanatory variables include same measures as in the panel approach. Additionally, we 

use both contemporaneous values (t) and lagged values (t−1 and t−2) of the regressors to test the 

robustness of the results to timing assumptions. 

The general form of the estimated model can be represented as follows: 

Pr(𝐶𝑦𝑏𝑒𝑟_𝑎𝑡𝑡𝑎𝑐𝑘, 2023 = 1) = 𝑙𝑜𝑔𝑖𝑡−1(𝛽0 + 𝛽1𝐹𝑖,2023 + 𝛽2𝑀𝑐,2023 + 𝜀𝑖) (2) 
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Pr(𝐶𝑦𝑏𝑒𝑟_𝑎𝑡𝑡𝑎𝑐𝑘, 2023 = 1) = 𝑙𝑜𝑔𝑖𝑡−1(𝛽0 + 𝛽1𝐹𝑖,2022 + 𝛽2𝑀𝑐,2023 + 𝜀𝑖)  (3) 

Pr(𝐶𝑦𝑏𝑒𝑟_𝑎𝑡𝑡𝑎𝑐𝑘, 2023 = 1) = 𝑙𝑜𝑔𝑖𝑡−1(𝛽0 + 𝛽1𝐹𝑖,2021 + 𝛽2𝑀𝑐,2023 + 𝜀𝑖)  (4) 

Equations (2), (3), and (4) differ in the temporal structure of the financial variables included, with 

equation (2) assessing the influence of financial indicators from the year of the cyberattack 

(contemporaneous values), equation (3) incorporating lagged financial variables from one year prior to 

the attack, and equation (4) considering variables lagged by two years. Such an approach examines 

whether the timing of financial conditions relative to the attack date has any predictive power regarding 

the likelihood of a cyberattack. 

The model closest to ours is that of the [2], who examined drivers of cyber incidents using a probit 

regression. A similar approach was also proposed by [15] to explore determinants of cyberattacks on 

banks. However, our study addresses endogeneity, uses a more recent sample built from multiple 

cyberattack databases, and focuses specifically on banks, along with analyzing a broader set of bank-

level financial ratios as potential determinants of cyberattacks. 

Unfortunately, data constraints prohibited us from including any measures of banks’ cyber resilience as 

independent variables. All three databases we used (CISSM, EuRepoC, Orbis) contain no data on 

preventive cybersecurity policies or countermeasures taken after the attack on a given bank. This can be 

seen as limitation in our methodology, hopefully remedied in the future as more detailed data on 

cyberattacks becomes available. 

4. Results and discussion 

4.1. Insights from data on cyberattacks 

Based on database A, we draw several conclusions. The number of reported cyberattacks by both 

criminals and hacktivists remained relatively stable from 2014 until a sharp surge in 2023, which was 

primarily driven by higher criminal activity and proliferation of cyber warfare between Ukraine and 

Russia. There is very high correlation between the actor type, their motive and cyberattack type – on 

average criminals with financial motives cause exploitive attacks, while hacktivists motivated by protest 

mainly aim to disrupt a bank’s operations. Attacks on commercial banks constitute the majority of the 

sample (84%), while cooperative (incl. savings) banks were attacked much less often (16%), which 

prohibited us from estimating the models separately for both types of banks, given the insufficient 

number of attacks on cooperative (incl. savings) banks, which would not provide reliable estimations. 

Commercial banks were almost to the same extent victims of both disruptive (42%) and exploitive (45%) 

attacks, and attacked in all countries in the sample, which in contrast to cooperative banks, which suffer 

mainly from exploitative attacks (62%). This observation leads to our focus only on the actor type when 

analyzing panel modeling results further i.e. attacks by criminals vs hacktivists. Criminals mostly attack 

commercial banks, but also to some extent cooperative ones, while hacktivists almost exclusively target 

commercial banks. 

The actor country remains undetermined in two-thirds of cases (63%), while among those attributed, 

hackers stem mostly from Russia, Ukraine and Brazil. While almost half (43%) of the actors remain 

unidentified, the rest is quite fragmented. The most prominent actors include “NoName057(16)” and 

“Anonymous” (hacktivist groups attacking mainly commercial banks), as well as the financially 

motivated criminal gang “Cl0p”, which attacks both commercial and cooperative banks. This means that 

we were unable to produce estimations separately for different variants of actor country and actor name. 

4.2. Estimation results 

The baseline results were achieved using database A (see Table 4). The nature of the data and the 

structure of database A determined the presentation of panel modeling results. As Database A includes 
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only banks with at least one publicly disclosed cyberattack, the analysis relies on within-bank variation 

over time and should be interpreted as explaining when cyberattacks occur, rather than which banks are 

targeted. Due to the very high similarity of results between those for actor type, motive, and cyberattack 

type, we focus on analyzing the results for actor type and don’t report on the results for the other two 

dimensions5. This means that the results for attacks motivated financially are very close to those 

perpetrated by criminals, while attacks intended as a protest are very similar to those done by hacktivists. 

Ultimately, we analyze and discuss the results in the following dimensions: 

• the baseline model on the whole sample; 

• models for attacks on US banks vs non-US banks; 

• models for attacks on banks operating in advanced economies vs emerging and developing 

economies; 

• models for attacks by criminals and by hacktivists separately. 

This approach allows for a more nuanced understanding of the heterogeneity in the impact of 

cyberattacks across attacker types and geographic regions, in contrast to the hitherto literature. When 

providing the interpretation of results, we indicated the potential financial mechanisms behind them, but 

most importantly based on literature review and market intelligence we attempt to map the results with 

potential motives for attacks from “inside a hacker’s mindset”. For the purpose of interpretation, we 

focus on those variables for which the coefficients were found significant only in the majority of model 

specifications. 

 
5 The results are available upon request from the authors. 
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Table 4. Results for the full sample – the baseline model (database A) 

  (1) (2) (3) (4) (5) (6) (7) (8) (9) (10) (11) (12) 

  
Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Bank size measure ln_TA ln_TA ln_DEP ln_DEP ln_TA ln_TA ln_DEP ln_DEP ln_TA ln_TA ln_DEP ln_DEP 

Profitability 

measure 
ROE ROE ROE ROE NIM NIM NIM NIM C/I C/I C/I C/I 

Resilience measure TCR LEV TCR LEV TCR LEV TCR LEV TCR LEV TCR LEV 

Liquidity measure L_TA L_TA L_TA LIQ LIQ LIQ L_TA L_TA L_TA LIQ LIQ LIQ 

Bank size measure 

(estimations) 

0.0678*** 0.0428** 0.0467*** 0.0229* 0.0676*** 0.0437*** 0.0449*** 0.0248** 0.0645*** 0.0433** 0.0438*** 0.0234** 

(0.0164) (0.0134) (0.0118) (0.0090) (0.0165) (0.0132) (0.0117) (0.0089) (0.0167) (0.0135) (0.0120) (0.0090) 

Profitability 

measure 

(estimations) 

-0.0005 -0.0001 -0.0007 0.0001 0.0043 0.0047 0.0027 0.0044 -0.0002 0.0001 -0.0001 -0.0000 

(0.0006) (0.0005) (0.0006) (0.0005) (0.0054) (0.0044) (0.0053) (0.0045) (0.0004) (0.0004) (0.0004) (0.0004) 

Resilience measure 

(estimations) 

0.0026* -0.0024 0.0027* -0.0023 0.0027* -0.0028 0.0025* -0.0030 0.0025* -0.0024 0.0028* -0.0025 

(0.0011) (0.0018) (0.0011) (0.0018) (0.0012) (0.0018) (0.0011) (0.0018) (0.0011) (0.0018) (0.0012) (0.0018) 

Liquidity measure 

(estimations) 

-0.0004 -0.0005 -0.0004 -0.0004 -0.0006 -0.0005 -0.0003 -0.0005 -0.0004 -0.0005 -0.0005 -0.0004 

(0.0007) (0.0006) (0.0007) (0.0004) (0.0005) (0.0004) (0.0007) (0.0006) (0.0007) (0.0004) (0.0005) (0.0004) 

CPI 
0.0038*** 0.0046*** 0.0038*** 0.0045*** 0.0036** 0.0043*** 0.0038*** 0.0045*** 0.0037** 0.0044*** 0.0036** 0.0045*** 

(0.0011) (0.0010) (0.0011) (0.0010) (0.0011) (0.0010) (0.0011) (0.0010) (0.0011) (0.0010) (0.0011) (0.0010) 

ln_GDPpc 
0.2125*** 0.2814*** 0.2391*** 0.3068*** 0.2050*** 0.2694*** 0.2334*** 0.2989*** 0.2111*** 0.2728*** 0.2369*** 0.3016*** 

(0.0405) (0.0341) (0.0379) (0.0309) (0.0409) (0.0341) (0.0382) (0.0310) (0.0405) (0.0340) (0.0378) (0.0308) 

Fixed effects Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes 

N 2697 3538 2697 3534 2689 3548 2700 3552 2699 3547 2688 3547 

Note: Standard errors in parentheses, * p<0.05, ** p<0.01, *** p<0.001 
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Baseline model 

The results for the full sample (see Table 4) indicate that bank size, measured by total assets and deposit 

base, is consistently associated with a higher likelihood of cyberattacks within already affected banks. 

ln_TA has consistently been found to be significant in all 12 model specifications. The coefficients are 

positive, indicating that in general larger banks are more likely to experience cyberattacks. 

The bigger the bank becomes, the more complex IT systems it uses and thus more potential weak points 

in the IT infrastructure may emerge – a larger attack surface for a hacker. Furthermore, many large banks 

still rely on legacy systems that are difficult to update, incompatible with modern IT security protocols, 

and thus more vulnerable to exploitation [66, 67]. Bigger banks are additionally more valuable targets, 

as they hold larger pools of personal, financial, and transactional data of millions of customers, which 

is highly valuable on the dark web. Large banks also face significant regulatory scrutiny and might 

experience challenges in implementing uniform protections across all their extensive operations. 

Similarly, bigger banks, while capable of significant recovery efforts, may likewise be hampered by the 

scale of operations making them slower and less able to respond [18]. Our results additionally confirm 

the anecdotal evidence from hacking websites that select their victims among the biggest, most famous 

and most visible banks, making them attractive targets for hacktivists, which want to send as strong 

political a signal as possible by targeting the largest banks, which will be widely covered in the media. 

Still, the results about the importance of bank size have to be interpreted in caution. Most of regulatory 

reporting/disclosure requirements for cyber incidents in major jurisdictions world-wide are binding for: 

the biggest banks, listed banks (so usually the largest ones) or banks with assets size above a certain 

materiality threshold (so usually medium-sized and larger ones). This is because regulators treat bigger 

banks as higher‑impact entities for financial stability, consumer protection, and market transparency. 

Size and systemic importance of the bank materially change how reporting rules apply in practice - 

larger banks face faster timelines, more detailed requirements, and higher supervisory scrutiny. The 

positive coefficient on size may therefore partially reflect determinants of regulatory disclosure rather 

than determinants of targeting by hackers. 

Our results are similar to those revealed on a corporate sample by [6, 29, 55, 56], and on a banking 

sample by [15], also suggesting that the size of the victimized entity increases the risk of a cyberattack. 

We likewise provide ground for the cybermapping approach proposed by [43], who in an interconnected 

banking network defines each entity as a node, with regard to its importance to the system by means of 

indicators such as, for example, total assets. We additionally validate the findings of the study by [2], 

who on a global sample of financial institutions also empirically identified the size as a key determinant 

of the probability of experiencing a cyber incident. Also, [17] provide data showing that the biggest 

banks are the ones with the highest percentage of experiencing at least one cyber incident, 2017-2025, 

among all asset size categories. In line with our results, they indicate that realized incidents are 

disproportionately concentrated among the largest banks, consistent with their greater digital complexity 

and visibility to attackers and with the key role of size in attacker incentives. 

Comparable conclusions can be drawn for the size of a bank’s deposit base (ln_DEP) in the baseline 

model, as it was also found significant with a positive sign, the same as ln_TA, which is due to a very 

high correlation between ln_TA and ln_DEP in our sample, and in general in the banking sector. From 

the perspective of hackers, banks with a larger deposit base “have more money that can be stolen” and 

thus become more attractive targets for criminals with financial motives. However, our insights are 

dissimilar to those by [18], who uncovered that Zeus attack intensity on online banking services during 

2009-2013Q1 were weakly correlated with level of bank deposits in the US, suggesting that there are 

other factors driving target attractiveness than merely the size of bank or its customer base. Such 

discrepancy might be the result of us having a wider sample (in terms of geography and timespan) and 

including attacks not only by financially motivated cybercriminals. 
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Next, we computed the marginal effects for each bank-level variable, with the results shown in Figure 

2. 

 

Figure 2 Marginal effects of bank-level variables (database A) 

Note: The figure displays average marginal effects from nonlinear panel models predicting a cyberattack. The 

positive values indicate a greater likelihood of cyberattack, while the error bars represent 95% confidence intervals, 

and the red markers denote statistically significant predictors at the 5% level. Each effect represents the average 

marginal effect estimated across separate models (corresponding results are presented in Table 4).  

Source: own work. 

Alt text: Points show the estimated effect of each variable on the likelihood of a cyberattack – values 

further to the right indicate a higher probability. Horizontal lines show the uncertainty range around each 

estimate. 

According to the marginal effects presented in Figure 2, larger banks (i.e., those with higher total assets 

and deposit bases) are more likely to experience cyberattacks: a one-unit increase in ln_TA is associated 

with an increase in the probability of experiencing a cyberattack by approximately 5.5 percentage points. 

In other words, converting logarithmic values into actual asset sizes indicates that a 100% rise in assets 

is associated with an increase in the probability of a cyberattack by approximately 3.8 percentage points. 

A similar, though smaller, effect is observed for ln_DEP. Both variables capturing bank size are 

statistically significant.  

Moreover, inspired by [37] and [38], we attempted to investigate the issue of potential non-linearity (or 

U-shaped relationship) in the impact of ln_TA by adding ln_TA2 as an explanatory variable. However, 

the coefficients of ln_TA2 were insignificant (see Table 5). This result compliments the findings of [38] 

who showed that there is a U-shaped relationship between a US bank size and its cyber risk losses. 
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Table 5. Estimation results for the nonlinear effect of bank asset size (database A) 

  (1) (2) (3) (4) (5) (6) 

  
Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Profitability measure ROE ROE NIM NIM C/I C/I 

Resilience measure TCR LEV TCR LEV TCR LEV 

Liquidity measure L_TA L_TA LIQ LIQ L_TA LIQ 

ln_TA 
0.0669*** 0.0450** 0.0678*** 0.0474*** 0.0644*** 0.0466*** 

(0.0172) (0.0138) (0.0173) (0.0137) (0.0174) (0.0139) 

ln_TA^2 
-0.0006 0.0016 0.0001 0.0026 -0.0001 0.0024 

(0.0033) (0.0026) (0.0032) (0.0026) (0.0032) (0.0026) 

Profitability measure 

(estimations) 

-0.0005 -0.0000 0.0043 0.0049 -0.0002 0.0000 

(0.0006) (0.0005) (0.0054) (0.0044) (0.0004) (0.0004) 

Resilience measure 

(estimations) 

0.0027* -0.0027 0.0027* -0.0032 0.0026* -0.0027 

(0.0012) (0.0018) (0.0012) (0.0018) (0.0011) (0.0018) 

Liquidity measure 

(estimations) 

-0.0004 -0.0005 -0.0006 -0.0005 -0.0004 -0.0005 

(0.0007) (0.0006) (0.0005) (0.0004) (0.0007) (0.0004) 

CPI 
0.0038*** 0.0045*** 0.0036** 0.0042*** 0.0037** 0.0043*** 

(0.0011) (0.0010) (0.0011) (0.0010) (0.0011) (0.0010) 

ln_GDPpc 
0.2127*** 0.2821*** 0.2049*** 0.2704*** 0.2111*** 0.2741*** 

(0.0405) (0.0341) (0.0409) (0.0341) (0.0405) (0.0341) 

Fixed effects Yes Yes Yes Yes Yes Yes 

N 2697 3538 2689 3548 2699 3547 

Note: Standard errors in parentheses, * p<0.05, ** p<0.01, *** p<0.001 

Source: own work. 
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As for the macroeconomic indicators, both measures of economic growth p.c. (ln_GDPpc) and inflation 

(CPI)6 have significant and positive signs (see Table 4), indicating that cyberattacks are more likely to 

be observed in more affluent countries and in periods of higher inflation. One possible interpretation is 

that higher levels of economic development are associated with more sizable banking sectors and larger 

volumes of savings held within them, which may make them more attractive targets for cyber criminals. 

At the same time, higher inflation reflects periods of economic or social instability and turmoil, which 

could be associated with an increased frequency of cyberattacks, including those with non-financial 

motives, like hacktivists. 

At the same time, the results of the baseline model for the full sample (see Table 4) indicate that the 

variables measuring bank’s resilience (LEV), profitability and liquidity are not significant. 

Notwithstanding, TCR in all 6 model specifications has been found to be significant, with banks with 

higher TCR able to withstand more losses and shocks, and generally considered more stable. Thus, 

hackers might consider such banks as a more ambitious hacking challenge, making a successful attack 

much more satisfying and earning more esteem in the dark web. We also cannot exclude the existence 

of a “more bank capital = more money to steal” hacker mindset. 

The graphical summary of the results of attack models on US vs non-US banks, advanced vs emerging 

and developing economies, and criminals vs hacktivists is presented in Figure 3. Detailed results of the 

estimates can be found in the respective tables in the Appendix.

 
6 Model specifications with the official interest rate instead of inflation rate generally provided the same results. 
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Figure 3 The estimated coefficients for bank-specific variables across different groups of models 

Note: The estimated parameter value represents the average of the estimated parameters for a given variable across different model specifications. The model specifications are 

analogous to those presented in Table 4. Bars outlined in red indicate variables that are statistically significant at the 5% level (p-value < 0.05). Source: own work 

Alt text: Bar charts showing the estimated effects of selected variables - positive (negative) values indicate a higher (lower) likelihood of a cyberattack.
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US banks vs non-US banks 

Out of 319 attacks in the sample, one third occurred in US banks, while the rest were reported in much 

smaller numbers in banks functioning in Ukraine, Russia, Italy, Portugal, India and others. Such 

proportions are close to the results of [5], as well as [1], who on a comparable global sample to ours 

(from 2014 to 2023) identified US, Russian Federation, UK, India and Ukraine among the top five 

targeted countries, by number of disclosed cyberattacks in sector finance and insurance. This 

incentivized us to model the results separately for US and non-US banks. We divided the sample into 

attacks on US banks and non-US banks also because of more developed reporting requirements for 

cyberattacks in the US, which could explain the high representation of US banks in the full sample. 

Estimated results for US banks and non-US banks are in Appendix. 

As presented in Figure 3, the results for non-US banks are in line with the baseline model, i.e., significant 

positive coefficients for ln_TA, ln_DEP and TCR. Other independent variables were insignificant. 

As for US banks specifically, we unearth several interesting results in contrast to non-US banks. Both 

ROE and C_I have significant coefficients with negative and positive signs, respectively. Thus, lower 

profitability and efficiency (higher C_I and lower ROE) are associated with a higher likelihood of 

cyberattacks. Banks with higher C_I often have a lot of operational inefficiencies in internal processes 

and may have fewer resources available to invest in robust cybersecurity measures. Less profitable banks 

are under financial stress and thus might prioritize immediate financial concerns over long-term 

investments in cybersecurity, which are often quite costly, which can, in turn, lead to them having 

outdated or insufficient cyber security measures. This pattern may be consistent with the interpretation 

that banks with weaker financial performance have lower operational capacity or fewer resources 

available for cybersecurity, which could be associated with more attack surface and weaker defense 

policies. Such an interpretation is in line with the negative and significant coefficient for LEV (share of 

equity to total assets) in US banks – exemplifying overall that a less resilient US bank is more vulnerable 

to a cyberattack. In the case of ln_TA and ln_DEP, the coefficients are statistically significant but 

negative—an opposite pattern to the baseline model—indicating that, in the US sample, cyberattacks 

are more likely to be observed in smaller banks. 

Overall, the determinants of cyberattacks are different in the US than in other countries. In the US, 

hackers target mainly smaller, less resilient and inefficient banks, confirming the “easy prey strategy” 

[60]. Those results are in line with findings of [16], who also on a sample of US banks revealed that 

smaller banks, institutions with lower financial stability, higher operational costs, and are more affected 

by cyber risk in terms of weakening their strategic position. However, our findings are inconsistent with 

estimations of [17], who reveal that bank size and balance sheet composition - particularly total assets, 

deposits-to-assets, and loans-to-assets - are among the most consistent predictors of cyber incidents in 

US banks. Still, they apply external cybersecurity ratings to quantify each bank’s external security 

posture and use random forest models as primary modeling approach. Contrastingly, we employ realized 

cyberattacks within the panel modeling framework, which might explain the divergence in results. 

Overall, the pattern we observed for US banks and the contrasting results with other studies may result 

from data gaps and reflect differences in disclosure regimes, regulatory reporting requirements, and the 

overall relatively higher visibility of cyber incidents in the US compared to other countries. 

Advanced economies vs emerging and developing economies 

Almost two thirds of attacks occurred in advanced (61%), while less than half (39%) in emerging and 

developing economies. Criminals were more than twice as active in advanced than in emerging and 

developing economies, based on publicly disclosed cyberattacks, while hacktivists more or less equally 

targeted banks operating in both types of countries. These proportions are in line with the global statistics 

of cyber incidents in all economic sectors [1]. On average, banks attacked in advanced economies were 

five times bigger than those attacked in emerging economies, which is due to the structure and different 
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level of development of the banking systems in these two groups of countries. Estimated results for these 

groups of countries are in the Appendix. 

As shown in Figure 3, for banks in emerging economies, the estimation results are similar to those of 

the baseline model - the growth in bank size influences the propensity of a cyberattack (ln_TA and 

ln_DEP are significant and positive), but the positive effect of TCR is no longer present. While ROE 

appears significant with negative sign half of the models, this inconsistency prevents us from 

interpreting it as evidence of a true underlying relationship. 

This contrasts with the results for banks in advanced economies, where ln_TA and ln_DEP are no longer 

statistically significant. This means that in advanced economies, even smaller banks must implement 

robust security measures, making banks of all sizes generally more difficult targets for potential hackers. 

This might imply that hackers targeting banks specifically in advanced economies might be driven by 

other, non-financial features. Advanced economies have competitive cybersecurity markets, and peer 

pressure and more robust regulatory frameworks in advanced economies often require all banks to 

adhere to stringent cybersecurity standards. Analysis by [68] confirms that the first generation of cyber 

regulations were issued mainly in advanced economies (focusing on establishing a cyber risk 

management approach and controls), while over the last few years, authorities in emerging countries are 

either deficient in terms of cyber regulation or gradually followed suit and issued new/additional cyber 

regulations. This is additionally visible in average cybersecurity preparedness indices being higher in 

Europe and lower in Latin America, Africa and Asia [53]. 

In advanced economies, cyberattacks are associated with higher ROE, NIM and TCR, as these variables 

exhibit consistently positive and statistically significant coefficients across model specifications. Banks 

with higher NIM are more profitable and prominent. Such banks are more likely to attract wider media 

attention, publicizing their profitability and annual results, thus making them more recognizable for 

hackers as potential victims. Attacking these institutions can draw significant media attention to the 

perpetrators. Hackers may target such banks as symbols of economic inequality or corporate greed. By 

disrupting their operations, hackers aim to protest against perceived injustices in the financial system, 

while by handling larger volumes of transactions and managing vast sums of money, profitable banks 

become more lucrative targets for hackers. These results are close to those by [29], who, on a corporate 

sample, confirmed that more profitable firms are more prone to a cyberattack. 

Criminals vs hacktivists 

Next, we proceeded to assess the results modeled on the sample of attacks made by criminals and 

hacktivists separately, as two-thirds of the attacks (66%) were perpetrated by criminals, and one third 

(30%) by hacktivists (the rest remains undetermined). The detailed estimated results for these groups of 

countries are in the Appendix. 

As illustrated in Figure 3, it turned out that the results for criminals are mostly in line with the 

conclusions on the basis of the full sample, underlying the importance of bank size, i.e., its total assets 

and deposit base (ln_TA and ln_DEP) from the criminals’ perspective. These two variables have 

statistically significant coefficients, similar to those in the baseline model, but without the positive effect 

of TCR. At the same time, the coefficient for LIQ is negative and significant, but not consistent among 

all model specifications. 

Surprisingly, the results for attacks by hacktivists didn’t reveal the existence of any persistent 

conclusions regarding the statistically significant variables, confirming that their attacks are driven by 

non-monetary motives. When selecting their victims, hacktivists first of all choose a country, whose 

politics are not in line with their agenda, while the choice of attacked banks in this country might simply 

be a more or less random derivative thereof. 
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4.3. Robustness 

In this section we estimate models from database B to act as robustness check of the results achieved in 

database A. In particular, the robustness of our results is achieved through: 

• use of different, alternative profitability, resilience and liquidity measures - as described in the 

results in the previous section from panel models in database A; 

• different estimation techniques - comparing estimations of panel modeling (in database A) with 

results of logistic regression (in database B); 

• use of different samples – database A, containing data only on banks victimized by the cyberattack, 

and database B, containing data on banks attacked in 2023 (targets) and those not attacked (non-

targets)7; 

• additionally conducting regressions using lagged values of the independent variables. 

The results for a logistic regression in database B (for t=2023 and for models with lags of all the 

implemented independent variables) confirm the findings from the previous section and panel modeling, 

as ln_TA and ln_DEP are statistically significant with positive sign across all model specifications. The 

positive coefficients for TCR and NIM are not consistently significant across all model specifications, 

and the coefficients for other independent variables are insignificant. Figure 4 presents the magnitude 

of the estimated coefficients and their significance in the 2023 models (t=0), as well as in models with 

lagged independent variables (L1 and L2). The detailed estimated results are presented in the Appendix. 

 

 
7 Importantly, database B is based on publicly disclosed cyberattacks, and thus the absence of a recorded event 

should not be interpreted as the absence of an actual cyberattack. 
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Figure 4 Estimated coefficients of bank-level financial variables and their significance using logistic 

regression on database B 

Note: This figure presents the results of a logistic regression analysis where the dependent variable is the binary variable 

indicating the occurrence of a cyberattack in 2023 using database B. Each column represents separate estimation results 

depending on temporal observation of the independent variables: T=0 denotes variable from 2023, L1 represents the variable 

level recorded in 2022, and L2 represents the variable level recorded in 2021. The size of the circles indicates the level of the 

estimated parameter. 

Alt text: A chart showing estimated effects of variables on the likelihood of a cyberattack across three 

time periods (current year and two previous years). Blue (white) circles indicate positive (negative) 

effects, circle size reflects the magnitude of the effect. 

5. Conclusions and policy implications 

This paper aimed to identify the financial determinants of cyberattacks on banks, as observed in publicly 

disclosed data, by examining which aspects of bank’s financial standing are linked to a higher likelihood 

of such events. On a world-wide sample of 319 cyberattacks, which occurred in 53 countries between 

2014 and 2024, we reach one major conclusion. The increasing size of the bank itself (its total assets 

and its growing deposit base) is consistently associated with a higher likelihood of cyberattacks, which 

confirms our research hypothesis. Estimations indicate that a 100% increase in a bank’s assets raises the 

probability of a cyberattack by approximately 3.8 percentage points.  

The results are robust to different model specifications (with different variants of bank-level variables), 

estimation methods (including both the Conditional Mixed Process estimator and logistic regression), 

as well as composition of the bank sample. However, estimating the results on subsamples (split among 

several dimensions) revealed additional insights. For example, the determinants of cyberattacks for US 
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banks are unique, where being a smaller, less resilient and inefficient bank makes it more likely to 

experience a cyberattack. In turn, cyberattacks in advanced countries are in general driven by higher 

ROE, NIM and TCR. 

The interpretation of results follows the lens of expected payoff for cyber attackers. Rational hackers 

select their targets to maximize expected payoff (benefits minus costs). This might result in their decision 

to attack both bigger banks (as we found the whole sample) but also smaller ones (as in the case of US 

banks). Hackers attack high‑value targets such as large banks, where strong defenses increase attack 

costs, but potential rewards (monetary for criminals and publicity gains for hacktivists) are very 

substantial. As for smaller banks – they might be easier (cheaper) to compromise but yield smaller gains. 

Whichever option is optimal depends on the attacker’s technical capabilities and objectives. Our results 

support such logic of a hacker’s mindset, which applies both to financially motivated actors 

(cybercriminals) and to those seeking visibility or publicity (hacktivists). 

However, the presented research is not without limitations. The main obstacle, as in many studies on 

cyber risk, is the scarcity of comprehensive and reliable data on cyber incidents and their subsequent 

economic and social ramifications. Enriching the analyzed data sample will likely lead to more robust 

results in the future. Many countries also lack harmonized rules regulating transparency and reporting 

obligations for cyberattacks on banks. Only recently, since the start of 2025, did the implementation of 

Digital Operational Resilience Act (Regulation (EU) 2022/2554) in the EU make financial entities 

obligated to submit reports on a major ICT-related incident or significant cyber threat to relevant national 

competent authorities. While these reports remain confidential and not publicly disclosed, it is a step in 

the right direction. That is why, at this stage, given the prevalent data gaps, the positive relationship 

between bank size may therefore partially reflect more strict cyber incident disclosure requirements for 

bigger banks, rather than determinants of targeting hackers. 

Our results point to actionable policy implications for supervisors and banks. Policymakers should 

continue regulatory efforts to develop reporting requirements and enable more access to data on 

cyberattacks on financial institutions. As cyber risk is a growing threat to the stability of banks and no 

longer just an operational risk concern, it should be much higher on the agenda of both micro- and 

macroprudential supervisors. It is essential to recognize cybersecurity as not merely a technical IT issue, 

but as material risk with consequences for the health and profitability of the bank. For instance, 

supervisors within the Supervisory Review and Evaluation Process should pay more attention to cyber 

risk exposure, especially for bigger banks with a more significant deposit base – in line with our results. 

Indeed, [69] empirically prove that targeted supervisory scrutiny, implemented through a non-capital-

based stress test by the ECB, can effectively discipline and motivate lagging banks to remedy under-

investment in their cyber defenses, ultimately enhancing systemic stability in the face of growing cyber-

related risks. As for banks themselves, apart from back-up procedures, they should continue to educate 

and increase awareness about cybersecurity among their staff, at all management levels, given that past 

cases clearly indicate hackers often using social engineering on bank employees to launch their 

cyberattacks. In particular, banks in the US can be advised to improve their efficiency and capital 

adequacy, as well as invest more in the resilience of IT infrastructure, to reduce the risk of experiencing 

a cyberattack. Our results indicate that it is crucial for banks to establish integrated risk management 

framework tailored for banking systems, designed to assess and manage cybersecurity risks associated 

with digital banking services [70]. 

Directions of future studies are numerous and could include studies on cyberattacks on other non-bank 

financial institutions like crypto currency exchanges or investment funds. Moreover, advancing work on 

potential measures of both cyber risk exposure on a bank level, as well as measures of cyber resilience, 

continue to remain challenging but worthy of scientific pursuits. Furthermore, the determinants of cyber 

runs and impact of cyberattacks on a bank customers’ behavior, as well as their adoption of digital 

technologies are also open for further exploration. The study of how AI is used by hackers to augment 
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their attacks, and how it can be implemented to improve cyber resilience likewise remains at the urgent 

forefront of research needs [71]. 
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Annex 

Table A1. Descriptive statistics (database B) 

Variable  Obs Mean Std. Dev. 

ln_TA_t  12,056 12.3773 2.357759 

ln_DEP_t  11,749 11.99288 2.352227 

ROE_t  11,983 8.250367 9.012856 

NIM_t  12,012 4.170289 3.253514 

C_I_t  12,007 74.76035 21.81 

TCR_t  4,812 19.71541 10.31936 

LEV_t  12,047 13.17075 11.72288 

L_TA_t  11,989 59.92848 19.27392 

LIQ_t  11,796 31.34827 25.45856 

ln_GDPpc_t  12,824 11.00859 0.7509506 

CPI_t  12,824 4.359444 1.202831 

        

Variable  Obs Mean Std. Dev. 

ln_TA_L1  12,337 12.30325 2.344831 

ln_DEP_L1  12,021 11.96076 2.32908 

ROE_L1  12,280 6.699599 8.591447 

NIM_L1  12,294 3.778994 3.003425 

C_I_L1  12,295 77.31462 23.39292 

TCR_L1  4,975 19.45771 10.57952 

LEV_L1  12,329 12.46035 11.70868 

L_TA_L1  12,266 57.93745 19.51683 

LIQ_L1  12,079 32.65995 25.71057 

ln_GDPpc_L1  12,824 10.94475 0.7580547 

CPI_L1  12,824 8.091519 1.106026 

        

Variable  Obs Mean Std. Dev. 

ln_TA_L2  12,665 12.23441 2.35107 

ln_DEP_L2  12,356 11.89717 2.343698 

ROE_L2  12,612 6.022284 8.511611 

NIM_L2  12,626 3.537521 2.791137 

C_I_L2  12,622 79.98781 25.16822 

TCR_L2  5,046 19.80158 10.55653 

LEV_L2  12,662 13.15492 11.23291 

L_TA_L2  12,600 53.67905 18.42532 

LIQ_L2  12,405 38.02701 24.0753 

ln_GDPpc_L2  12,824 10.86203 0.7614392 

CPI_L2  12,824 4.782196 1.406835 

 

Note: L indicates the number of the lag 

Source: own work
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Table A2. Results for US banks (database A) 

  (1) (2) (3) (4) (5) (6) (7) (8) (9) (10) (11) (12) 

  
Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Bank size measure ln_TA ln_TA ln_DEP ln_DEP ln_TA ln_TA ln_DEP ln_DEP ln_TA ln_TA ln_DEP ln_DEP 

Profitability 

measure 
ROE ROE ROE ROE NIM NIM NIM NIM C/I C/I C/I C/I 

Resilience measure TCR LEV TCR LEV TCR LEV TCR LEV TCR LEV TCR LEV 

Liquidity measure L_TA L_TA L_TA LIQ LIQ LIQ L_TA L_TA L_TA LIQ LIQ LIQ 

Bank size measure 

(estimations) 

-0.1255** -0.1170*** -0.1277** -0.1162*** -0.1227** -0.1137*** -0.1262** 0.0248** -0.1199** -0.1045*** -0.1202** -0.1039*** 

(0.0438) (0.0228) (0.0416) (0.0192) (0.0449) (0.0228) (0.0424) (0.0089) (0.0439) (0.0230) (0.0416) (0.0195) 

Profitability 

measure 

(estimations) 

-0.0021 -0.0024* -0.0019 -0.0026* 0.0066 0.0199 0.0107 0.0044 0.0025 0.0019** 0.0024 0.0018** 

(0.0024) (0.0011) (0.0024) (0.0011) (0.0281) (0.0139) (0.0289) (0.0045) (0.0013) (0.0006) (0.0013) (0.0006) 

Resilience measure 

(estimations) 

-0.0084 -0.0085** -0.0087 -0.0122*** -0.0084 -0.0109*** -0.0088 -0.0030 -0.0078 -0.0093** -0.0080 -0.0121*** 

(0.0045) (0.0030) (0.0045) (0.0031) (0.0045) (0.0031) (0.0045) (0.0018) (0.0045) (0.0030) (0.0045) (0.0031) 

Liquidity measure 

(estimations) 

0.0005 -0.0010 0.0002 0.0001 -0.0008 0.0007 -0.0001 -0.0005 0.0006 0.0006 -0.0007 0.0001 

(0.0018) (0.0009) (0.0018) (0.0006) (0.0016) (0.0006) (0.0020) (0.0006) (0.0018) (0.0006) (0.0015) (0.0006) 

CPI 
-0.0482*** -0.0133** -0.0481*** -0.0139** -0.0495*** -0.0129** -0.0494*** 0.0045*** -0.0465*** -0.0127** -0.0464*** -0.0136** 

(0.0085) (0.0047) (0.0085) (0.0046) (0.0084) (0.0046) (0.0085) (0.0010) (0.0085) (0.0046) (0.0085) (0.0046) 

ln_GDPpc 
2.0089*** 1.0771*** 2.0277*** 1.1037*** 2.0095*** 1.0751*** 2.0332*** 0.2989*** 1.9823*** 1.0371*** 1.9977*** 1.0541*** 

(0.1803) (0.0822) (0.1799) (0.0796) (0.1804) (0.0833) (0.1799) (0.0310) (0.1805) (0.0826) (0.1801) (0.0790) 

Fixed effects Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes 

N 611 1317 611 1317 611 1317 611 3552 611 1317 611 1317 

Standard errors in parentheses; * p<0.05, **p<0.01, *** p<0.001 
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Table A3. Results for non-US banks (database A) 

  (1) (2) (3) (4) (5) (6) (7) (8) (9) (10) (11) (12) 

  
Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Bank size measure ln_TA ln_TA ln_DEP ln_DEP ln_TA ln_TA ln_DEP ln_DEP ln_TA ln_TA ln_DEP ln_DEP 

Profitability 

measure 
ROE ROE ROE ROE NIM NIM NIM NIM C/I C/I C/I C/I 

Resilience measure TCR LEV TCR LEV TCR LEV TCR LEV TCR LEV TCR LEV 

Liquidity measure L_TA L_TA L_TA LIQ LIQ LIQ L_TA L_TA L_TA LIQ LIQ LIQ 

Bank size measure 

(estimations) 

0.0727*** 0.0686*** 0.0475*** 0.0343** 0.0729*** 0.0711*** 0.0465*** 0.0355*** 0.0655*** 0.0631*** 0.0420*** 0.0314** 

(0.0178) (0.0172) (0.0123) (0.0106) (0.0177) (0.0168) (0.0121) (0.0104) (0.0181) (0.0174) (0.0125) (0.0106) 

Profitability 

measure 

(estimations) 

-0.0003 0.0003 -0.0004 0.0004 0.0066 0.0078 0.0045 0.0068 -0.0006 -0.0008 -0.0006 -0.0009* 

(0.0006) (0.0006) (0.0007) (0.0006) (0.0054) (0.0049) (0.0055) (0.0050) (0.0005) (0.0004) (0.0005) (0.0004) 

Resilience measure 

(estimations) 

0.0033** -0.0000 0.0034** -0.0003 0.0035** -0.0005 0.0031** -0.0012 0.0031** -0.0004 0.0036** -0.0009 

(0.0012) (0.0022) (0.0012) (0.0022) (0.0012) (0.0022) (0.0012) (0.0022) (0.0011) (0.0022) (0.0012) (0.0022) 

Liquidity measure 

(estimations) 

-0.0006 -0.0010 -0.0006 -0.0003 -0.0006 -0.0004 -0.0005 -0.0009 -0.0007 -0.0004 -0.0005 -0.0003 

(0.0008) (0.0007) (0.0008) (0.0005) (0.0005) (0.0005) (0.0008) (0.0007) (0.0008) (0.0005) (0.0005) (0.0005) 

CPI 
0.0030* 0.0035** 0.0029* 0.0033** 0.0027* 0.0031** 0.0029* 0.0033** 0.0028* 0.0030** 0.0026* 0.0030** 

(0.0012) (0.0011) (0.0012) (0.0011) (0.0012) (0.0011) (0.0012) (0.0011) (0.0012) (0.0011) (0.0012) (0.0011) 

ln_GDPpc 
0.1127** 0.1206** 0.1411*** 0.1637*** 0.1022* 0.1096** 0.1339*** 0.1461*** 0.1142** 0.1236** 0.1402*** 0.1591*** 

(0.0420) (0.0402) (0.0396) (0.0372) (0.0425) (0.0402) (0.0399) (0.0375) (0.0419) (0.0399) (0.0394) (0.0369) 

Fixed effects Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes 

N 2086 2221 2086 2217 2078 2231 2089 2235 2088 2230 2077 2230 

Standard errors in parentheses; * p<0.05, **p<0.01, *** p<0.001 
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Table A4. Results for banks in advanced countries (database A) 

  (1) (2) (3) (4) (5) (6) (7) (8) (9) (10) (11) (12) 

  
Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Bank size measure ln_TA ln_TA ln_DEP ln_DEP ln_TA ln_TA ln_DEP ln_DEP ln_TA ln_TA ln_DEP ln_DEP 

Profitability 

measure 
ROE ROE ROE ROE NIM NIM NIM NIM C/I C/I C/I C/I 

Resilience measure TCR LEV TCR LEV TCR LEV TCR LEV TCR LEV TCR LEV 

Liquidity measure L_TA L_TA L_TA LIQ LIQ LIQ L_TA L_TA L_TA LIQ LIQ LIQ 

Bank size measure 

(estimations) 

0.0072 -0.0269 0.0136 -0.0156 0.0164 -0.0267 0.0229 -0.0099 0.0143 -0.0251 0.0206 -0.0129 

(0.0240) (0.0180) (0.0213) (0.0122) (0.0238) (0.0179) (0.0209) (0.0120) (0.0244) (0.0184) (0.0217) (0.0123) 

Profitability 

measure 

(estimations) 

0.0028* 0.0016* 0.0027* 0.0016* 0.0370* 0.0182* 0.0396** 0.0190* -0.0002 0.0000 -0.0001 0.0001 

(0.0011) (0.0008) (0.0011) (0.0008) (0.0146) (0.0079) (0.0144) (0.0079) (0.0006) (0.0005) (0.0007) (0.0005) 

Resilience measure 

(estimations) 

0.0047** -0.0031 0.0047** -0.0029 0.0056** -0.0035 0.0050** -0.0033 0.0050** -0.0024 0.0055** -0.0024 

(0.0016) (0.0026) (0.0016) (0.0027) (0.0018) (0.0027) (0.0016) (0.0027) (0.0016) (0.0026) (0.0018) (0.0027) 

Liquidity measure 

(estimations) 

0.0006 -0.0002 0.0006 -0.0005 -0.0004 -0.0002 -0.0001 -0.0005 0.0007 -0.0004 -0.0009 -0.0005 

(0.0011) (0.0008) (0.0011) (0.0005) (0.0008) (0.0005) (0.0012) (0.0008) (0.0011) (0.0005) (0.0008) (0.0005) 

CPI 
0.0007 0.0039 0.0007 0.0033 0.0007 0.0031 0.0015 0.0036 0.0017 0.0037 0.0007 0.0037 

(0.0041) (0.0031) (0.0041) (0.0031) (0.0041) (0.0031) (0.0040) (0.0031) (0.0041) (0.0031) (0.0041) (0.0031) 

ln_GDPpc 
0.6419*** 0.6396*** 0.6312*** 0.6121*** 0.6317*** 0.6558*** 0.6120*** 0.6261*** 0.6419*** 0.6402*** 0.6317*** 0.6161*** 

(0.0889) (0.0612) (0.0878) (0.0558) (0.0887) (0.0619) (0.0878) (0.0557) (0.0893) (0.0621) (0.0883) (0.0559) 

Fixed effects Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes 

N 1575 2321 1575 2310 1564 2310 1575 2321 1575 2310 1564 2310 

Standard errors in parentheses; * p<0.05, **p<0.01, *** p<0.001 
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Table A5. Results for banks in emerging and developing economies (database A) 

  (1) (2) (3) (4) (5) (6) (7) (8) (9) (10) (11) (12) 

  
Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Bank size measure ln_TA ln_TA ln_DEP ln_DEP ln_TA ln_TA ln_DEP ln_DEP ln_TA ln_TA ln_DEP ln_DEP 

Profitability 

measure 
ROE ROE ROE ROE NIM NIM NIM NIM C/I C/I C/I C/I 

Resilience measure TCR LEV TCR LEV TCR LEV TCR LEV TCR LEV TCR LEV 

Liquidity measure L_TA L_TA L_TA LIQ LIQ LIQ L_TA L_TA L_TA LIQ LIQ LIQ 

Bank size measure 

(estimations) 

0.0749** 0.0679** 0.0417** 0.0410** 0.0731** 0.0707*** 0.0358* 0.0366** 0.0691** 0.0663** 0.0357* 0.0363* 

(0.0232) (0.0213) (0.0146) (0.0141) (0.0234) (0.0209) (0.0145) (0.0141) (0.0236) (0.0213) (0.0148) (0.0142) 

Profitability 

measure 

(estimations) 

-0.0021** -0.0012 -0.0022** -0.0010 0.0036 0.0064 0.0004 0.0046 -0.0001 -0.0002 -0.0001 -0.0003 

(0.0008) (0.0007) (0.0008) (0.0007) (0.0060) (0.0058) (0.0060) (0.0059) (0.0006) (0.0006) (0.0006) (0.0006) 

Resilience measure 

(estimations) 

0.0001 -0.0026 0.0000 -0.0027 0.0001 -0.0039 -0.0005 -0.0041 -0.0003 -0.0034 0.0000 -0.0037 

(0.0016) (0.0025) (0.0016) (0.0025) (0.0016) (0.0025) (0.0016) (0.0025) (0.0016) (0.0024) (0.0016) (0.0025) 

Liquidity measure 

(estimations) 

-0.0014 -0.0015 -0.0015 0.0002 0.0000 -0.0000 -0.0013 -0.0011 -0.0013 0.0001 0.0001 0.0001 

(0.0009) (0.0008) (0.0009) (0.0006) (0.0007) (0.0006) (0.0009) (0.0008) (0.0009) (0.0006) (0.0007) (0.0006) 

CPI 
0.0014 0.0017 0.0013 0.0017 0.0015 0.0015 0.0014 0.0015 0.0015 0.0016 0.0014 0.0016 

(0.0013) (0.0012) (0.0013) (0.0012) (0.0013) (0.0012) (0.0013) (0.0012) (0.0013) (0.0012) (0.0013) (0.0012) 

ln_GDPpc 
0.0692 0.0634 0.1041* 0.1012* 0.0575 0.0470 0.0950* 0.0776 0.0605 0.0585 0.1001* 0.0907* 

(0.0491) (0.0467) (0.0454) (0.0435) (0.0502) (0.0471) (0.0460) (0.0440) (0.0491) (0.0463) (0.0454) (0.0432) 

Fixed effects Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes 

N 1122 1217 1122 1224 1125 1238 1125 1231 1124 1237 1124 1237 

Standard errors in parentheses; * p<0.05, **p<0.01, *** p<0.001 
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Table A6. Results for banks attacked by criminals (database A) 

  (1) (2) (3) (4) (5) (6) (7) (8) (9) (10) (11) (12) 

  
Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Bank size measure ln_TA ln_TA ln_DEP ln_DEP ln_TA ln_TA ln_DEP ln_DEP ln_TA ln_TA ln_DEP ln_DEP 

Profitability 

measure 
ROE ROE ROE ROE NIM NIM NIM NIM C/I C/I C/I C/I 

Resilience measure TCR LEV TCR LEV TCR LEV TCR LEV TCR LEV TCR LEV 

Liquidity measure L_TA L_TA L_TA LIQ LIQ LIQ L_TA L_TA L_TA LIQ LIQ LIQ 

Bank size measure 

(estimations) 

0.0434** 0.0357** 0.0298** 0.0179* 0.0426** 0.0360** 0.0289** 0.0187* 0.0431** 0.0399*** 0.0292** 0.0198** 

(0.0135) (0.0113) (0.0097) (0.0076) (0.0135) (0.0111) (0.0096) (0.0075) (0.0137) (0.0114) (0.0098) (0.0076) 

Profitability 

measure 

(estimations) 

-0.0002 -0.0001 -0.0003 0.0000 0.0007 -0.0005 0.0000 -0.0003 0.0001 0.0005 0.0001 0.0004 

(0.0005) (0.0004) (0.0005) (0.0004) (0.0044) (0.0037) (0.0044) (0.0038) (0.0004) (0.0003) (0.0004) (0.0003) 

Resilience measure 

(estimations) 

0.0015 -0.0026 0.0016 -0.0024 0.0016 -0.0022 0.0015 -0.0028 0.0015 -0.0020 0.0017 -0.0022 

(0.0009) (0.0015) (0.0009) (0.0015) (0.0010) (0.0015) (0.0009) (0.0015) (0.0009) (0.0015) (0.0010) (0.0015) 

Liquidity measure 

(estimations) 

0.0002 0.0003 0.0002 -0.0007* -0.0005 -0.0007* 0.0002 0.0002 0.0002 -0.0007* -0.0005 -0.0007* 

(0.0006) (0.0005) (0.0006) (0.0003) (0.0004) (0.0003) (0.0006) (0.0005) (0.0006) (0.0003) (0.0004) (0.0003) 

CPI 
0.0012 0.0024** 0.0012 0.0024** 0.0011 0.0023** 0.0012 0.0025** 0.0012 0.0024** 0.0012 0.0025** 

(0.0009) (0.0008) (0.0009) (0.0009) (0.0009) (0.0009) (0.0009) (0.0008) (0.0009) (0.0009) (0.0009) (0.0009) 

ln_GDPpc 
0.0665* 0.1509*** 0.0835** 0.1720*** 0.0641 0.1452*** 0.0824** 0.1735*** 0.0654* 0.1405*** 0.0814** 0.1696*** 

(0.0332) (0.0289) (0.0310) (0.0262) (0.0336) (0.0288) (0.0312) (0.0262) (0.0331) (0.0288) (0.0310) (0.0260) 

Fixed effects Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes 

N 2697 3538 2697 3534 2689 3548 2700 3552 2699 3547 2688 3547 

Standard errors in parentheses; * p<0.05, **p<0.01, *** p<0.001 
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Table A7. Results for banks attacked by hacktivists (database A) 

  (1) (2) (3) (4) (5) (6) (7) (8) (9) (10) (11) (12) 

  
Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Bank size measure ln_TA ln_TA ln_DEP ln_DEP ln_TA ln_TA ln_DEP ln_DEP ln_TA ln_TA ln_DEP ln_DEP 

Profitability 

measure 
ROE ROE ROE ROE NIM NIM NIM NIM C/I C/I C/I C/I 

Resilience measure TCR LEV TCR LEV TCR LEV TCR LEV TCR LEV TCR LEV 

Liquidity measure L_TA L_TA L_TA LIQ LIQ LIQ L_TA L_TA L_TA LIQ LIQ LIQ 

Bank size measure 

(estimations) 

0.0202* 0.0039 0.0153* 0.0042 0.0204* 0.0042 0.0141* 0.0049 0.0174 0.0007 0.0132 0.0030 

(0.0093) (0.0070) (0.0067) (0.0047) (0.0092) (0.0069) (0.0066) (0.0047) (0.0094) (0.0071) (0.0067) (0.0047) 

Profitability 

measure 

(estimations) 

-0.0005 -0.0001 -0.0005 -0.0001 0.0034 0.0052* 0.0027 0.0047* -0.0002 -0.0003 -0.0002 -0.0003 

(0.0004) (0.0003) (0.0004) (0.0003) (0.0030) (0.0023) (0.0030) (0.0024) (0.0003) (0.0002) (0.0003) (0.0002) 

Resilience measure 

(estimations) 

0.0011 0.0002 0.0011 0.0001 0.0010 -0.0006 0.0009 -0.0002 0.0010 -0.0004 0.0011 -0.0002 

(0.0006) (0.0009) (0.0006) (0.0009) (0.0007) (0.0009) (0.0006) (0.0010) (0.0006) (0.0009) (0.0007) (0.0009) 

Liquidity measure 

(estimations) 

-0.0006 -0.0009** -0.0006 0.0003 -0.0001 0.0002 -0.0005 -0.0008** -0.0006 0.0003 -0.0001 0.0003 

(0.0004) (0.0003) (0.0004) (0.0002) (0.0003) (0.0002) (0.0004) (0.0003) (0.0004) (0.0002) (0.0003) (0.0002) 

CPI 
0.0027*** 0.0023*** 0.0027*** 0.0022*** 0.0026*** 0.0021*** 0.0027*** 0.0022*** 0.0027*** 0.0021*** 0.0026*** 0.0021*** 

(0.0006) (0.0005) (0.0006) (0.0005) (0.0006) (0.0005) (0.0006) (0.0005) (0.0006) (0.0005) (0.0006) (0.0005) 

ln_GDPpc 
0.1413*** 0.1254*** 0.1475*** 0.1263*** 0.1359*** 0.1188*** 0.1425*** 0.1163*** 0.1399*** 0.1260*** 0.1469*** 0.1226*** 

(0.0229) (0.0180) (0.0214) (0.0162) (0.0230) (0.0179) (0.0215) (0.0164) (0.0228) (0.0179) (0.0212) (0.0162) 

Fixed effects Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes 

N 2697 3538 2697 3534 2689 3548 2700 3552 2699 3547 2688 3547 

Standard errors in parentheses; * p<0.05, **p<0.01, *** p<0.001 
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Table A8. Results for banks attacked only in 2023 (database B) – no lag 

  (1) (2) (3) (4) (5) (6) (7) (8) (9) (10) (11) (12) 

  
Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Bank size measure ln_TA ln_TA ln_DEP ln_DEP ln_TA ln_TA ln_DEP ln_DEP ln_TA ln_TA ln_DEP ln_DEP 

Profitability 

measure 
ROE ROE ROE ROE NIM NIM NIM NIM C/I C/I C/I C/I 

Resilience measure TCR LEV TCR LEV TCR LEV TCR LEV TCR LEV TCR LEV 

Liquidity measure L_TA L_TA L_TA LIQ LIQ LIQ L_TA L_TA L_TA LIQ LIQ LIQ 

Bank size measure 

(estimations) 

0.567*** 0.603*** 0.602*** 0.617*** 0.596*** 0.619*** 0.609*** 0.618*** 0.560*** 0.618*** 0.607*** 0.632*** 

(0.0490) (0.0341) (0.0513) (0.0355) (0.0481) (0.0363) (0.0503) (0.0359) (0.0471) (0.0372) (0.0475) (0.0366) 

Profitability 

measure 

(estimations) 

0.014 -0.000 0.011 -0.008 0.057 0.056 0.055 0.053 -0.004 0.003 -0.003 0.006 

(0.0151) (0.0139) (0.0151) (0.0143) (0.0317) (0.0331) (0.0334) (0.0355) (0.0091) (0.0069) (0.0094) (0.0072) 

Resilience measure 

(estimations) 

0.019 0.005 0.027* -0.025 0.027* -0.035 0.026* -0.032 0.017 -0.024 0.029* -0.017 

(0.0124) (0.0219) (0.0130) (0.0284) (0.0133) (0.0261) (0.0131) (0.0303) (0.0122) (0.0210) (0.0133) (0.0269) 

Liquidity measure 

(estimations) 

-0.002 -0.004 -0.003 0.002 -0.004 -0.002 -0.004 -0.005 -0.003 -0.002 0.000 0.002 

(0.0068) (0.0053) (0.0074) (0.0042) (0.0047) (0.0039) (0.0071) (0.0057) (0.0065) (0.0038) (0.0049) (0.0042) 

CPI 
0.092* 0.111** 0.092* 0.110** 0.109** 0.112** 0.100** 0.101** 0.100** 0.111** 0.103** 0.108** 

(0.0391) (0.0355) (0.0392) (0.0361) (0.0398) (0.0360) (0.0381) (0.0354) (0.0378) (0.0360) (0.0391) (0.0358) 

ln_GDPpc 
0.038 0.053 0.014 -0.024 0.083 0.056 0.039 0.029 0.040 0.007 0.015 -0.037 

(0.1116) (0.1111) (0.1096) (0.1081) (0.1132) (0.1122) (0.1104) (0.1086) (0.1119) (0.1099) (0.1130) (0.1086) 

N 4792 11928 4758 11673 4786 11767 4765 11721 4797 11756 4762 11697 

Standard errors in parentheses; * p<0.05, **p<0.01, *** p<0.001 
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Table A9. Results for banks attacked only in 2023 (database B) – one-year lag 

  (1) (2) (3) (4) (5) (6) (7) (8) (9) (10) (11) (12) 

  
Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Bank size measure ln_TA ln_TA ln_DEP ln_DEP ln_TA ln_TA ln_DEP ln_DEP ln_TA ln_TA ln_DEP ln_DEP 

Profitability 

measure 
ROE ROE ROE ROE NIM NIM NIM NIM C/I C/I C/I C/I 

Resilience measure TCR LEV TCR LEV TCR LEV TCR LEV TCR LEV TCR LEV 

Liquidity measure L_TA L_TA L_TA LIQ LIQ LIQ L_TA L_TA L_TA LIQ LIQ LIQ 

Bank size measure 

(estimations) 

0.601*** 0.649*** 0.641*** 0.669*** 0.598*** 0.642*** 0.627*** 0.646*** 0.601*** 0.659*** 0.632*** 0.677*** 

(0.0450) (0.0335) (0.0479) (0.0349) (0.0448) (0.0352) (0.0475) (0.0357) (0.0454) (0.0365) (0.0465) (0.0367) 

Profitability 

measure 

(estimations) 

-0.020 -0.023 -0.026 -0.032* -0.035 -0.004 -0.052 -0.020 0.003 0.006 0.004 0.010 

(0.0158) (0.0137) (0.0159) (0.0142) (0.0477) (0.0406) (0.0535) (0.0471) (0.0075) (0.0056) (0.0079) (0.0058) 

Resilience measure 

(estimations) 

0.014 0.007 0.026* -0.022 0.018 -0.025 0.026* -0.016 0.015 -0.022 0.024 -0.011 

(0.0104) (0.0241) (0.0106) (0.0286) (0.0119) (0.0225) (0.0111) (0.0293) (0.0100) (0.0203) (0.0125) (0.0268) 

Liquidity measure 

(estimations) 

0.004 0.003 0.005 -0.003 -0.006 -0.007 0.005 0.004 0.004 -0.007 -0.003 -0.004 

(0.0062) (0.0055) (0.0067) (0.0047) (0.0047) (0.0043) (0.0067) (0.0060) (0.0062) (0.0042) (0.0050) (0.0047) 

CPI 
0.249*** 0.274*** 0.243*** 0.265*** 0.252*** 0.278*** 0.250*** 0.269*** 0.251*** 0.284*** 0.239*** 0.274*** 

(0.0495) (0.0463) (0.0469) (0.0458) (0.0497) (0.0463) (0.0479) (0.0447) (0.0509) (0.0484) (0.0483) (0.0469) 

ln_GDPpc 
0.078 0.097 0.040 0.036 0.082 0.089 0.015 0.026 0.068 0.074 0.037 0.022 

(0.1391) (0.1365) (0.1308) (0.1254) (0.1334) (0.1308) (0.1286) (0.1238) (0.1364) (0.1313) (0.1257) (0.1255) 

N 4958 12225 4923 11970 4947 12052 4925 11998 4959 12049 4925 11985 

Standard errors in parentheses; * p<0.05, **p<0.01, *** p<0.001 

 

 

 

 



44 
 

Table A10. Results for banks attacked only in 2023 (database B) – two-year lag 

  (1) (2) (3) (4) (5) (6) (7) (8) (9) (10) (11) (12) 

  
Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Cyber-

attack 

Bank size measure ln_TA ln_TA ln_DEP ln_DEP ln_TA ln_TA ln_DEP ln_DEP ln_TA ln_TA ln_DEP ln_DEP 

Profitability 

measure 
ROE ROE ROE ROE NIM NIM NIM NIM C/I C/I C/I C/I 

Resilience measure TCR LEV TCR LEV TCR LEV TCR LEV TCR LEV TCR LEV 

Liquidity measure L_TA L_TA L_TA LIQ LIQ LIQ L_TA L_TA L_TA LIQ LIQ LIQ 

Bank size measure 

(estimations) 

0.536*** 0.585*** 0.563*** 0.600*** 0.561*** 0.601*** 0.578*** 0.606*** 0.550*** 0.611*** 0.582*** 0.627*** 

(0.0440) (0.0348) (0.0453) (0.0355) (0.0435) (0.0347) (0.0452) (0.0337) (0.0456) (0.0366) (0.0440) (0.0366) 

Profitability 

measure 

(estimations) 

0.031 0.010 0.030 0.003 0.054 0.096* 0.061 0.101* 0.001 0.006 0.003 0.008 

(0.0206) (0.0183) (0.0209) (0.0197) (0.0349) (0.0396) (0.0387) (0.0410) (0.0083) (0.0060) (0.0083) (0.0061) 

Resilience measure 

(estimations) 

0.006 0.002 0.015 -0.024 0.007 -0.042 0.012 -0.040 0.006 -0.021 0.013 -0.015 

(0.0124) (0.0209) (0.0127) (0.0267) (0.0129) (0.0268) (0.0133) (0.0305) (0.0128) (0.0187) (0.0125) (0.0247) 

Liquidity measure 

(estimations) 

-0.007 -0.004 -0.008 0.002 0.004 0.000 -0.009 -0.007 -0.006 -0.001 0.006 0.002 

(0.0068) (0.0057) (0.0072) (0.0047) (0.0047) (0.0045) (0.0079) (0.0064) (0.0072) (0.0041) (0.0047) (0.0046) 

CPI 
-0.175 -0.085 -0.175 -0.068 -0.147 -0.099 -0.163 -0.111 -0.132 -0.062 -0.134 -0.066 

(0.1072) (0.0940) (0.1126) (0.0995) (0.0951) (0.0964) (0.1037) (0.1017) (0.0978) (0.0896) (0.1016) (0.0934) 

ln_GDPpc 
-0.140 -0.143 -0.159 -0.197 -0.109 -0.125 -0.123 -0.147 -0.130 -0.182 -0.174 -0.224* 

(0.1112) (0.1007) (0.1126) (0.1010) (0.1114) (0.1017) (0.1117) (0.0987) (0.1146) (0.1055) (0.1193) (0.1047) 

N 5034 12562 5000 12305 5017 12383 5002 12337 5033 12379 4996 12318 

Standard errors in parentheses; * p<0.05, **p<0.01, *** p<0.001 
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